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Foreword

This report aims to explore the innovation ecosystem in the area 
of “Blockchain and Decentralized Identity to Build Trust Into an 
IoT Device Network” by mapping trends, business models, and 
technologies.

To get familiar with both the “big picture” and specific solutions, 
the publication includes data analysis of clusters of companies 
that develop similar technologies, as well as five case studies of 
companies.

The magazine takes an in-depth look at five areas of innovation 
relevant to “Blockchain and Decentralized Identity to Build Trust 
Into an IoT Device Network”: Autonomous IoT Security, Blockchain in 
Zero-Trust, Decentralized Authentication, Edge to Cloud Security, 
and Hardware Security Modules (HSM).

To identify the companies most suitable for inspiration or potential 
collaboration with the IoT Community, the selection favored those 
with already-existent practical solutions and proof of concept.
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Identifying companies relevant to 
“Blockchain and Decentralized  
Identity to Build Trust Into an IoT  
Device Network”

The process starts with Valuer 
processing its database of more 
than 750,000 companies to identify 
all potentially relevant to the topic 
“Blockchain and Decentralized Identity to 
Build Trust Into an IoT Device Network.”

The relevant company descriptions were 
then processed by Natural Language 
Processing (NLP), which finds patterns 
impossible to recognize with tags and 
regular search mechanisms. At this 
point, the number of organizations was 
narrowed down to around 1,000 most-
relevant ones.

The platform then referenced the 
companies to five focus areas deducted 
from the IoT Community’s request (listed 

below). By choosing the ones nearest to  
a projected point, it selected roughly 200 
most relevant to each of the five clusters.

Grouping companies from different 
focus areas

The illustration shows the clusters of 
companies (represented with dots), 
which are colored depending on their 
projection area. Their proximity to other 
companies depends on the commonalities 
of the products or solutions they 
provide.

Even though the platform processes 
the clusters in 1,024 dimensions, 
we’ve included a 2D interpretation for 
demonstration purposes (this is also 
why some dots may seem very distant 
from their projection areas). The 
rendered image lets us make several 
straightforward interpretations.

Clusters of Companies That Develop 
“Blockchain and Decentralized Identity to 

Build Trust Into an IoT Device Network”

Autonomous IoT 
Security

Blockchain in 
Zero-Trust

Hardware Security 
Modules (HSM)

Decentralized 
Authentication

Edge to Cloud  
Security
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Company Clusters: 
 

 Autonomous IoT Security 
 Blockchain in Zero-Trust 
 Decentralized Authentication 
 Edge to Cloud Security 
 Hardware Security Modules (HSM)

Observations and company trends 

We can draw several insights from the 
company clustering image:

• “Autonomous IoT Security” is the most 
distinct cluster, which may indicate 
the use of unique technologies or 
approaches.

• “Decentralized Authentication” is 
mostly a standalone cluster, but it 
offers similarities with the cluster of 
“Hardware Security Modules (HSM)”, 
which is populated within a very close 
range. This may indicate the usage 
of similar technologies within these 
clusters.

• The “Blockchain in Zero-Trust” and “Edge 
to Cloud Security” clusters, although 

scattered around the map, have heavy 
overlap with each other. This could 
be due to the sectors containing a 
large number of companies that use 
unique approaches to address similar 
challenges.

• “Edge to Cloud Security” is a 
fragmented group that has candidates 
overlapping with part of the “Hardware 
Security Modules (HSM)” cluster, 
suggesting a range of similar solutions 
provided within the field.

• In the middle of the cluster map, we 
can see a homogeneous grouping with 
members from every cluster. This may 
indicate that some of the companies 
are sharing similar technologies and 
methods in their work.
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Ranking the Clusters 
of Companies

The platform uses four parameters to assess the 
clusters’ potential, market opportunity, degree of fit, 

and innovativeness:

Success potential 

The AI platform uses historical 
data from each company to 
evaluate the group’s overall 
chance for future success.

Degree of fit 

The AI platform uses Natural 
Language Processing (NLP) 
to grade how well a cluster 

of companies aligns with the 
customer’s challenges.

Innovativeness 

The AI platform looks for 
original and previously unseen 

combinations of business models 
and technologies to grade how 
generally innovative a cluster is.

Market maturity 

The AI platform analyzes the 
companies’ financial history, their 
potential to attract customers 

and generate profit, and the 
maturity of their technology 
to compare it to the market’s 

general development and trends.
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Ranking the Clusters of Companies
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Data Summary for All Company Clusters: 

Data Insights

Funding 

Maximum

$1,000,000,000

Average

$21,407,563

Minimum

$6,170

44.93%0-10

46.52%11-50

3.33%51-100

4.06%101-250

1.16%251-500

Year of  
founding 

Number of  
employees

General Data Observations: 

The average funding of 
all companies covered 

in the cluster analysis is 
$21,407,563. The average 

minimum funding is 
$6,170, while the average 

maximum funding is 
$1,000,000,000.

All the companies covered 
in the cluster analysis 

were founded between 
1994 and 2021, with the 

average year of founding 
being 2017.

Most of the companies 
(on average, 87 out of circa 

200 in each cluster)  
are based in the United 

States; followed by Israel 
and India.

Maximum 

2021

Minimum 

1994

Average 

2017
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Funding

Minimum

$6,170
Maximum

$930,000,000
Average

$32,736,940

Autonomous IoT Security

Minimum

$11,835
Maximum

$167,200,000
Average

$12,527,579

Hardware Security Modules (HSM)

Blockchain in Zero-Trust

Maximum

$713,600,000
Average

$22,322,665
Minimum

$36,323

Decentralized Authentication

Maximum

$713,600,000
Minimum

$11,835
Average

$18,537,457

Edge to Cloud Security

Maximum

$1,000,000,000
Minimum

$12,000
Average

$20,920,233
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Year of Founding

Minimum

1994
Maximum

2020
Average

2017

Autonomous IoT Security

Hardware Security Modules (HSM)

Minimum

1995
Maximum

2020
Average

2016

Blockchain in Zero-Trust

Maximum

2021
Minimum

2006
Average

2017

Decentralized Authentication

Maximum

2021
Minimum

2000
Average

2016

Maximum

2021
Minimum

2002
Average

2017

Edge to Cloud Security
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Number of Employees

86

0

 Autonomous IoT Security 
 Edge to Cloud Security 
 Blockchain in Zero-Trust 

 Decentralized Authentication 
 Hardware Security Modules (HSM)

0-10 
employees

11-50 
employees

51-100 
employees

101-250 
employees

251-500  
employees
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83

4
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6
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Geographical Distribution

82
United States

27
Israel

14
India

Autonomous IoT Security

86
United States

22
United Kingdom

21
Israel

Blockchain in Zero-Trust

80
United States

14
India

14
Israel

Decentralized Authentication

109
United States

15
India

11
Israel

Edge to Cloud Security

76
United States

21
Israel

13
United Kingdom

Hardware Security Modules (HSM)
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Xage Security

Transmute

Page 20
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HUB Security

WISeKey

Page 14

Page 31

Five Case Studies Of 
Innovative Companies

https://www.nxmlabs.com/
https://xage.com/
https://www.transmute.industries/
https://hubsecurity.io/
https://www.wisekey.com/
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Year of Inception:  
2017

Current Stage:  
Growth/Expansion

Team:  
600

HUB Security is an Israeli cyber-security company providing military-grade 
cyber protection to sensitive commercial data. The company was founded in Tel 
Aviv in 2017 by IDF veteran Andrey Iaramenko and the serial entrepreneur Eyal 
Moshe. With a strong focus on international growth, HUB Security announced 
a strategic merger with the IT service management company ALD (Advanced 
Logistics Development Ltd.) in February 2021. Their capabilities extend through 
multiple subsidiaries, including ALD Software, ALD Service, ALD Analytics, ALD 
COllege, Sensecom, Qpoint, AGINIX, Aerotitan, and SoHaR. The new company 
would employ more than 600 people in its two locations in Tel Aviv, Israel, and 
New York, the USA. 

Location:  
Tel Aviv, Israel

Funding:  
Publicly Trading

Website: 
hubsecurity.io

Privacy & Security

Cyber Security Cloud Security

Featured Company:

HUB Security

https://hubsecurity.io/
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Executive Team

Eyal Moshe is an experienced executive whose name has been associated with 
several entrepreneurial ventures. Prior to HUB Security, Moshe co-founded 
the record label JaffaRecords, the tech company Ritmo, and Blin.gy, a mobile 
application company utilizing deep learning technology for segmentation. 
Additionally, Moshe was the co-founder of PlanetSoho (formally SohoOS) and a 
Customer Success Executive at CA Technologies. 

Andrey Iaremenko is an IDF veteran with experience in RF engineering and 
embedded systems engineering. During his last years in the IDF, Iaremenko 
served as CTO and Systems Architect. Prior to co-founding HUB Security, he 
served as Chief Architect, Cyber RF at Sigmabit. Iaremenko has obtained a BS 
in Signal Processing from Tel Aviv University. 

Andrey Iaremenko 
Co-Founder & CTO

Eyal Moshe 
Co-Founder & CEO
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Business Model 

As a B2B company, HUB Security 
works with organizations in need 
of solutions to prevent hostile 
intrusions and sensitive information 
theft. Whether they are in the field of 
AI, data, FinTech, or infrastructure, 
HUB Security’s solutions are 
designed to offer advanced 
enterprise security. The company 
also provides consulting services 
in critical systems’ reliability and 

safety, while its subsidiaries offer 
consultancy on project management 
to both government and business 
organizations. The HUB Security 
products are offered as on-premise 
solutions and as-a-service cyber 
security products for data in use, 
privacy, and AI applications.  

Value Proposition 

HUB Security has developed a highly 
flexible and highly secure security 
platform that is available 24/7. The 
multiCore, multi-tenant hardware 
security module (HSM) platform 
enables businesses to operate 
without interruptions. Being built for 
FIPS 140-2 level 4 NIST certification, 
the HSM platform significantly 
minimizes the risk of attack on digital 
assets and sensitive transactions. 
The HUB Security platform is easily 
configured and customized to 
new and innovative use-cases and 
applications, e.g., blockchain use 
cases, in which instance the platform 
provides native support. 

According to the company, its HSM 
is the first to offer quantum-proof 
capabilities that are not provided 
purely on a software level. This 
empowers cloud and enterprise 
industries to prevent attacks by 
novel cyber threats that will only 
become more ubiquitous in the 
future.
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Technology Overview 

The HUB Security platform is a 
programmable and customizable 
multiCore HSM that provides fully 
remote and secure keys as well as 
device access and management with 
complete API support. The HUB 
Security Vault HSM has a unique 
architecture that blocks any zero-
days and backdoor computing attack 
from the network. Additionally, due 
to its full hardware isolation between 
clients and applications, the HSM is 
capable of eliminating side-channel 
attacks. Its embedded anti-tamper 
self-destruct mode of operation 
protects the HSM from physical 
hacks and supply chain attacks. 

The HUB Security Vault for 
Confidential Computing is quantum-
equipped zero-trust platform, 
i.e. it features quantum-resistant 
algorithms acceleration in its 
hardware, quantum key distribution 
support for ETSI GS QKD 014 
standard, and each core incorporates 
a quantum RNG. The HSM supports 
up to 100 HSM cores, and each core 
supports thousands of applications 
and keys and has 100 GB of storage. 
Furthermore, the platform supports 
CPUs and GPUs of all sizes, enabling 
all execution environments.

The Security Vault HSM comes with 
a MiniHSM—a personal hardware 
device compliant to FIPS level 3.  

Product Portfolio

HUB Security has developed a secure 
computing platform that leverages 
a new security paradigm. The HUB 
Security Vault HSM platform comes 
with personal hardware devices 
that enable decision-makers to 
control processes independent of 
location and without compromising 
the security and integrity of the 
system. This all-in-one computing 
platform combines hardware and 
software components to facilitate 
the customer’s digital transformation 
to the cloud. 

The company’s portfolio includes 
additional cryptographic key 
management products built on 
FPGAs and based on the HSM 
platform:

• HUB Security Vault for Confidential 
Computing: provides a highly secure 
environment for applications such 
as AI, as well as general computing 
applications for telecom, financial 
institutions, healthcare, FinTech, and 
blockchain, designed for FIPS 140-3 
level 4.

• HUB Security Vault for Digital 
Assets: provides protection, 
isolation, and insurance against 
attacks on an organization’s digital 
assets as well as the necessary 
infrastructure for secure and easy 
access to the digital assets. 
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It allows organizations to remotely 
control the HSM and manage policies, 
accounts, applications, users, and 
keys. This handheld device comes with 
an embedded firewall to increase 
the security and create an isolated 
environment. For pairing with other 
devices it uses Bluetooth or USB 
connections. Finally, it is protected 
by an EMI Shield, encrypted backup 
solution, and an anti-tamper case. 

HUB Security’s solutions are suitable 
for a wide range of applications 
including AI, IoT and smart cities, 
banking and finance, healthcare, 
etc. For example, HUB Security’s 
custom HSM device enables banks 
to transfer funds, remotely lock or 
unlock Bakery private key, enforce 
multi-signature policies, set custom 

mnemonic (Master Key),  and secure 
mnemonic backup, among others. 
Moreover, the solution supports 
processes such as cloud payments, 
card issuance, tokenization, 
token issuance, and high-volume 
transactions and payments.

In terms of security for blockchain 
applications, the HSM supports 
Bitcoin, Ethereum, EOS, all ERC20 
tokens, Tezos, etc. It can be used 
for security token offerings 
(STO), smart-contract lifecycle 
management, cross-border 
payments, as well as Baking/Staking 
security, and it offers support for 
DeFi and Metamask.

Market Opportunities

Computer and security services 
provider Kaspersky has reported that 
IoT cyber attacks more than doubled 
year-on-year during the first half 
of 2021. According to the company, 
there are multiple vulnerabilities 
to the enterprise or household 
devices, and these include the lack 
of appropriate security protocols. 
Moreover, the advent of artificial 
intelligence and edge computing 
have increased the complexity 
of cybersecurity. HUB Security 
positions itself as a cybersecurity 
provider that can deal with the 
difficulties of cyber protection posed 
by edge computing and artificial 
intelligence and provides security 
through a Hardware Security Module 
(HSM) platform.

Notably, the market for Hardware 
Security Modules (HSM) is expected 
to grow from $1.1 billion in 2021 to 
$1.8 billion in 2026, registering a 
CAGR of 11.6%, according to Markets 
and Markets. Some of the biggest 
market drivers are the requirements 
for effective management of 
cryptographic keys and the 
demand for data security in cloud 
environments.
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Achievements and Future Plans

Since its inception, HUB Security 
has been steadily making progress, 
advancing its portfolio and acquiring 
customers. Following the merger, 
whereby HUB Security would hold 
a 51% stake in ALD, the company 
announced its plans for trading 
on the Tel Aviv Stock Exchange 
(TKV:HUB). Later, in June 2021, ALD 
announced a $50 million Post-IPO 
Equity, with numerous Israeli and 
international institutional investors 
participating in the round.

HUB Security has also signed 
partnerships with many leading 
organizations worldwide, including 
storage giant Seagate and Lloyd’s 
Marsh, as well as cooperation 
agreements with Kudelski Security 
and the Israeli Electric Company’s 
Sophic cyber unit. 

More recently, HUB Security joined 
Trilogy Networks’ Rural Cloud 
Initiative (RCI), along with 70 
network, technology, and application 
providers. The aim of the initiative is 
to promote and accelerate the digital 
transformation of rural America.

In its efforts to increase its global 
sales and distribution infrastructure, 
HUB Security acquired Comsec 
Global for NIS 70 million. Comsec is a 
major player in Israel’s cybersecurity 
sector, with four consulting 
and distribution companies and 
subsidiaries in the UK and the 
Netherlands. 
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Year of Inception:  
2016

Current Stage:  
Go To Market

Team:  
22

NXM Labs is a blockchain security developer that provides clients with 
autonomous security solutions that automatically enable IoT devices to defend 
themselves from cyber attacks. The company has invented a patent-pending 
technology that utilizes distributed ledger and advanced cryptography 
to secure M2M communications and transactions at scale. NXM Labs was 
founded in 2016 by Jay Fallah, Josef Zankowicz, Mike Ryan, and its present-day 
president Scott Rankine. The company operates with 22 employees from its 
headquarters in Mountain View, California.

Location:  
Mountain View, CA, United States

Funding:  
8,200,000 USD

Website: 
nxmlabs.com

Privacy & Security

Cyber Security Network Security

Featured Company:

NXM Labs

https://www.nxmlabs.com/
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Executive Team

Scott Rankine is a business and technology strategist and an entrepreneur 
with a track record in launching early-stage companies and developing 
teams, products, and services. Prior to NXM Labs, Rankine served as Founding 
Executive of MGI Software, CEO of MetaRegister Inc., Founder and President 
of Claystone Inc., and Executive Director, Media Labs of Havas Worldwide 
Canada. He graduated from Western University with a BA in Science/Business. 

Mike Ryan is a business developer with over 20 years of experience in executive 
roles. Besides his engagement with NXM Labs, he serves as an SVP of Marketing 
& Business Development at Consumer Priority Service and Head of Product 
Development & Strategy at Risk Jockey Coverage Solutions LLC. Previously, 
Ryan served in various senior managerial positions in AIG, Kemper Insurance, 
American Internation Group, and Amtrust North America. He holds a BA in 
Political Science from St. Francis College. 

Jay Fallah is an innovator, technologist, and experienced professional in 
advanced computational problem solving and digitization. Presently, he is also 
active as a co-founder and CTO at Parsedate. Before that, he served as a CTO 
at NXM Labs, Database Systems Manager at Corporate Specialty Services, and 
Instructor at TrainCanada, among others. Fallah graduated from the University 
of Toronto, Woodsworth College.

Mike Ryan 
Co-Founder & Board Member

Scott Rankine 
Co-Founder & President

Jay Fallah 
Co-Founder & Advisor



22

Business Model 

NXM Labs operates using a B2B 
model, targeting manufacturers 
within the IoT industry. Its technology 
improves cybersafety, enabling the 
IoT devices to defend themselves 
against cyber attacks and operate 
safely without human intervention. 
NXM Labs also cooperates with 

global partners to commercialize its 
Blockchain-as-a-Service solution. 
To this end, it targets companies 
in the wireless, semiconductors, 
technology services, manufacturing, 
insurance, consumer electronics, and 
automotive sectors.

Value Proposition 

NXM Labs provides IoT 
manufacturers with security and 
data integrity solutions, empowering 
their connected devices to protect 
themselves and autonomously 
recover from cyber attacks. To 
achieve this, the solution removes the 
need for passwords and centralized 
certificates, which are considered 
the weakest link in cybersecurity. The 
technology can safeguard devices 
from evolving cyber threats (such as 
quantum computers) with support 
for next-generation software-defined 
networks (SDN), edge computing, 

and 5G technologies. Moreover, the 
incorporated multi-access edge 
computing (MEC) capabilities enable 
clients to benefit from device-level 
machine earning (ML) and neural 
processing unit (NPU) chips, which 
support AI and distributed edge 
computing applications.

Product Portfolio

NXM Labs offers a five-sequence 
portfolio that incorporates its 
solutions in five different programs:

1. Commercial: A program related 
to IoT manufacturers that need to 
prevent malicious access to devices 

by outsiders, insiders, and supply 
chain attackers. 

2. Aerospace: A program associated 
with NXM’s vision to transform 
aerospace security using their 
Autonomous Security technology.
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Technology Overview 

NXM Labs’ solutions are based on 
their NXM Autonomous Security 
technology. It enables IoT devices 
to operate safely without human 
intervention. With this technology 
integrated on a chip level, the 
devices can protect themselves 
from cyber attacks, detect possible 
cyber threats, and autonomously 
recover from malicious influences. 
This is done by leveraging a security 
protocol that includes security 
monitoring, secure communication, 
certified platform security 
architecture (PSA), automated 
operations, and easy integration. The 
system is built following the security 
by design principles, enabling 
automated and secure device 
network deployments at scale.

NXM Autonomous Security operates 
following a five-step protocol. At 
first, this software enables the 
processors to create their own 
unique machine identities. Secondly, 
the processors register their unique 
identities on a private blockchain 
ledger that acts as a single source 
of trust. As such, the need for 
security certificates that can lead to 
network-wide breaches is eliminated. 

Next, NXM Autonomous Security 
provides fully distributed, peer-to-
peer device networks to maintain 
and update their encryption keys. 
With all data communication fully 
encrypted end-to-end, the single 
point of failure vulnerabilities is 
excluded. The software deploys 
agile cryptography that defends 
products from rapidly evolving 
threats. Consequently, devices can 
have their keys, algorithms and even 
entire security frameworks upgraded 
remotely. NXM Autonomous Security 
is Arm PSA Certified and compatible 
with the main chip vendor security 
frameworks, including Intel SGX. It is 
cloud-agnostic and supports AWS, 
Azure, IBM, and other environments.

The NXM Autonomous Security 
technology is a scalable, software-
only solution that provides real-
time, trusted, device-level alerts. 
It provides validated and secure 
over-the-air firmware updates 
and immutable device records for 
forensic analysis needs. Additionally, 
it performs an automated intrusion 
recovery.

3. Consumer: An IoT cyber warranty, 
the first IoT security vendor to 
receive Arm’s Platform Security 
Architecture (PSA) certification 
from Underwriters Laboratories 
(UL). 

4. TrustStar: A platform for simplifying 
security and PSA compliance. 

5. Dev Kits: An IoT developer platform 
that allows clients to streamline 
security implementation, reducing 
the development time for IoT 
devices and their companion mobile 
and web apps. 
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Additionally, the company extends its 
solution to Aerospace Autonomous 
Security. Its patented software 
enables chips to generate their 
own unique machine identities 
and associated cryptographic 
keys which are stored in secure 
processor memory, eliminating the 
need for hardcoded keys to protect 
endpoint data communications. 
NXM solves these challenges by 
enabling satellites and other devices 
to dynamically generate their own 
keys and share them with other 
authorized endpoint devices.

By leveraging the NXM Autonomous 
security technology via the 
CyberSafe solution, NXM offers 
a cyber warranty program that 
extends existing warranties of IoT 
devices to anti-hacking protection. 
The solution complies with all 
IoT security and data privacy 
standards as well as end-to-end data 
encryption from the IoT device to the 
cloud.  

Furthermore, NXM’s TrustStar is a 
chip vendor-agnostic platform that 
organizes the design, deployment, 
and management of PSA security 
at scale across the entire IoT 
supply chain. This includes PSA 
chip certification, lashing, product 
manufacturing, as well as ongoing 
firmware updates, automatically 
tracking and validating every step as 
the chip passes through the supply 
chain.

NXM also offers an IoT security 
development platform that includes 
a STM32U5 Discovery Kit equipped 
with sensors, Wi-Fi, and an Ethernet 
card. This is followed by Software 
Developer Kits (SDKs) with easy-to-
use APIs. The platform can reduce 
development time for IoT devices 
and their apps and offers automation 
security by implementing Zero-Touch 
protocols.

Market Opportunities

Manufacturers that use IoT-
enabled sensors increasingly rely 
on blockchain technology because 
it offers strong protection against 
data tampering and illegal access 
to IoT devices. It ensures an added 
layer of security, encryption, and 
transparency so only the authorized 
individual can access the IoT network. 
Considering the widespread use of 
IoT devices in many applications, 
such as smart city projects, 
smart transportation, vehicular 
connectivity, smart grids, and smart 

homes, the demand for blockchain 
security solutions is expected to 
grow. 

The growing need for IoT security 
is one of the key drivers expected 
to significantly impact the global 
blockchain IoT market. According to 
Markets and Markets, the market is 
expected to grow from $258 million 
in 2020 to $2.4 billion by 2026 at a 
CAGR of 45.1% during the forecast 
period. Besides the need for IoT 
security, other factors driving 
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Achievements and Future Plans

Since its inception in 2016, NXM Labs 
has garnered attention from the 
IoT sector, receiving several notable 
awards and accolades. Most recently, 
in October 2020, the company 
received the 2020 AFWERX Award, a 
program by the US Air Force serving 
as a driver for innovation within the 
organization. NXM Labs was selected 
as one of the 26 winning teams 
from over 800 global competitors 
competing in the EngageSpace 
Challenge.

Previously, NXM CyberSafe® 
received the TWICE VIP Award in 
the Warranty Services category, an 
insurance-backed cyber security 
warranty program for connected 
consumer devices. However, it is 
2019 that can be considered the 
breakthrough year for NXM  Labs, 
winning the 2019 Arm TechCon Best 
In Show Award, 2019 Frost & Sullivan 
Visionary Award, 2019 IoT Global 
Awards Shortlist, and receiving the 
2019 Juniper Research Honourable 
Mention. Moreover, in April 2019, 
the company announced NXM 
QUAKE (Quantum Augmented Key 
Encapsulation), a security solution 
defending against future quantum 
attacks for existing computers and 
connected devices.

In terms of investments, NXM 
Labs has raised $8.2 million in seed 
financing across two funding rounds. 
In February 2019, the company raised 
$5.5 million led by VCs, family offices, 
and private individuals. Following this, 
in September 2019, it added a further 
$2.5 million via the completion of a 
warrants exercise by existing and 
new investors. 

the market include the need for 
simplified processes supported with 
transparency and immutability, the 
high adoption of blockchain-based 
IoT solutions using smart contracts, 
and Artificial Intelligence (AI).
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Year of Inception:  
2017

Current Stage:  
Growth/Expansion

Team:  
17

Transmute combines blockchain technology, decentralized identifiers (DID), 
and verifiable credentials (VC) to digitize trade and business documentation 
securely and conveniently. The company was founded by business manager 
Karyl Fowler, full-stack developer Orie Steele, and software engineer and 
entrepreneur Eric Olszewski in 2017. Headquartered in Austin (TX), Transmute 
employs a team of 17 technology enthusiasts.

Location:  
Austin, TX, United States

Funding:  
3,200,000 USD

Website: 
transmute.industries

Privacy & Security Software

Digital Rights Management Cryptocurrency

Featured Company:

Transmute

United States Department of 
Homeland Security

Customers:

https://www.transmute.industries/
http://www.dhs.gov/
http://www.dhs.gov/
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Executive Team

Karyl Fowler has extensive experience in business and entrepreneurship, beginning 
her career as an Economic Development Manager and Coordinator at the 
Greater Austin Chamber of Commerce. Later, she joined Novati Technologies as a 
Business Development Manager and Marketing Director, transitioning to Advisor 
at SXSW Interactive and Steering Committee Member at Decentralized Identity 
Foundation. She is also a Board Member at Crypto Connect. Fowler holds a BA in 
English & Political Science from Southwestern University and an MSc in Technology 
Commercialization from Texas McCombs School of Business.

Karyl Fowler 
Co-Founder & CEO

Orie Steele is a full-stack developer with experience in NodeJS, Java, Python, Delphi, 
and C, specializing in Ethereum Smart Contracts and Event Sourcing. He has over 
13 years of experience in the industry, primarily in software development positions 
for companies such as Hess Corporation, Patient IO, and athenahealth. He also co-
founded and served as CTO at ProtoExchange. Steele holds a BSc in Cybersecurity 
and an MSc in Computer Science from Stevens Institute of Technology.

Eric Olszewski is a software engineer and serial entrepreneur, having co/founded 
Pinecone Solutions, founder of Committed, and co-founder of Transmute. Other 
roles include Android Engineer at Patient IO, Senior Software Engineer at 
athenahealth, and Quantitative Trading Infrastructure/ Algorithms at Quant Fund. 
Olszewski holds a BEng in Computer Software Engineering from The University of 
Texas at Austin.

Orie Steele 
Co-Founder & CTO

Eric Olszewski 
Co-Founder & Advisor
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Business Model 

Transmute operates on a combined 
B2B and B2G model. It targets clients 
whose operations involve commercial 
import and require tamper-proof 
supply chain evidence to satisfy 
trade regulations and consumer 
demand. Transmute is currently 
working with the US Department 
of Homeland Security on digitizing 
and securing import documentation 
for imported raw materials such as 

steel, timber and diamond raw goods. 
The company’s solutions provide 
clients with counterfeit-resistant 
data, tamper-evident digital 
documentation, vendor verification 
tools, and verifiable product 
documents. Transmute also provides 
access to features such as standards, 
libraries, sample implementations, 
and demos as microservices via its 
platform.

Value Proposition 

Transmute has developed a platform 
that links enterprise infrastructure 
with novel identification, credentials, 
and data storage solutions. The 
company states that its solutions 
seamlessly integrate with existing 
systems and provide distributed 
identifiers (DID), verified credentials 
(VC), and blockchain security 
advantages. The Transmute platform 
enables users to verify and trace 
every actor in the supply chain of a 

company’s ecosystem, including all 
people, vendors, devices, and assets. 
The Transmute ID maximizes visibility 
and security across the entire 
business, assigning unique identities 
for people and objects, providing 
verifiable credentials and documents, 
and an authorized business 
workflow to meet the client’s 
security compliance and traceability 
requirements.

Product Portfolio

Transmute secures critical trade data 
for customers seeking a competitive 
advantage in the dynamic global 
marketplace. The company’s software 
uses the W3C Linked Data Signatures 
standard and the W3C Open 
Standards to develop decentralized 
identifiers and verifiable credentials.  
 

Additionally, Transmute’s software 
integrates dynamic workflows and 
blockchain integrity.
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Technology Overview 

The Transmute Workflow Engine 
acts as an “Enterprise Agent” that 
coordinates interactions between 
identities, storage systems, business 
workflows, and the blockchain. It 
integrates Enterprise IDP compatible 
with enterprise systems such as 
Okta, Oracle, Firebase, and AWS. 
Enterprise storage solutions include 
Google Cloud, Microsoft Azure, 
Oracle Cloud, Firebase, or any 
provider of the client’s choosing. 
The Decentralized Infrastructure 
is also integrated into this feature 
set, based on leading DLT solutions 
like Ethereum, Hyperledger, Bitcoin, 
etc. Transmute states that it offers 
“maximum optionality when it 
comes to integrating with existing 
infrastructure and anchoring to 
distributed ledgers or blockchains.”

Transmute’s software handles 
identity creation and management 
of verified IDs across the company 
network. It maintains the compliance 
of user-company relationships 
through mutually tracked consent. 
Furthermore, the program generates 
authorized business requests, 
which facilitate workflows based 
on relevant roles and permissions, 
and it also establishes responsibility 
and reputation via blockchain 
immutability and digital signatures. 
By using multi-factor authorization 
and event logging, Transmute ensures 
user authenticity and accountability. 
The verifiable business credentials 
are processed through network 
verification, providing greater 
security and real-time authentication 
with low-cost retrofitting and 
integration. Finally, Transmute’s 
distributed ledger technology (DLT) 
comes with customized control, 

integrates with existing systems in 
real time for a single view of the user, 
and offers convenience for reporting 
and regulation compliance.

The combination of the Transmute 
Workflow Engine’s features results 
in a multitude of functionalities, 
including cloud wallet, universal 
resolver, revocation, secure 
messaging, configurable transaction 
flows, immutable logging, enterprise 
analytics, credentials library, and 
multi-party attestation.

Transmute has combined centralized 
and decentralized security protocols 
to provide security and scalability. 
By using Distributed Ledger 
Technology, Transmute has developed 
a platform that enables users to build 
significantly safer applications while 
simultaneously avoiding the usual high 
setup costs and usability challenges. 
This was accomplished by connecting 
traditional centralized directories 
with decentralized distributed 
cryptography that powers 
Transmute’s hybrid blockchain.

Clients can comply more easily 
with new and existing identity and 
security standards such as GDPR, 
W3C, HIPAA, and others by using the 
Transmute platform. The platform 
has seen real-world use in identity 
and access management, being 
implemented into an insurance 
company’s API to provide encryption 
and document signing/verification. 
The resulting API featured Self 
Sovereign Identity and compatibility 
with PGP, OAuth2, OpenID Connect, 
and Active Directory standards. 
Additionally, it has been used in 
auditing and compliance cases.
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Achievements and Future Plans

One of Transmute’s early successes 
was its project with the US 
Department of Homeland Security 
Science & Technology (S&T) 
Directorate. In November 2019, 
Transmute was awarded $198,642 in 
funds to develop a proof of concept 
application for the US Customs 
and Border Protection to increase 
transparency, automation, and 
security in the raw material import 
process.

The company has also established 
several notable partnerships, 
including Microsoft, W3C, and Oracle. 
Transmute also collaborates with DIF, 
an organization developing an open 
ecosystem for decentralized identity, 
Consensys, an Ethereum software 
company, and OpenFaaS, a code, and 
function integration system.

Furthermore, in July 2021, the 
United States Patent and Trademark 

Office issued a patent to Transmute 
titled “Systems and Methods for a 
Decentralized Data Authentication 
Platform.” It relates to proprietary 
technology anchoring verifiable 
credentials to decentralized 
identifiers for cryptographically 
provable integrity checks.

In terms of investments, Transmute 
has received approximately $3.2 
million in funding across two funding 
rounds. In the latest funding round, 
a seed round that was closed 
in October 2020, the company 
received $2 million from TMV, Kerr 
Tech Investments, and lead investor 
Moonshots Capital. Transmute 
intends to utilize the funds to tackle 
rising customer demand. Additionally, 
as part of the financing agreement, 
Kelly Perdew, the General Partner 
at Moonshots Capital, has joined 
Transmute’s Board of Directors.   

Market Opportunities

With the advent of cryptocurrencies, 
NFTs, and other mainstream 
applications, blockchain and 
distributed ledger technology (DLT) 
garnered a large amount of publicity 
and caught the attention of many 
corporations and businesses. DLT 
has numerous applications in a wide 
range of problems, promising to 
streamline complex systems. Based on 
this technology, Transmute has found 
a way to alleviate the pain points 
associated with documentation, 
credibility, and transparency in the 
business world.

According to Allied Market Research, 
the global blockchain distributed 
ledger market was valued at $2.89 
billion in 2019 and is projected to 
reach $137.29 billion by 2027, growing 
at a CAGR of 62.7% between 2020 
and 2027. The market’s growth is 
primarily driven by the potential 
revenue opportunities, the increased 
awareness toward blockchain DLT, 
the low risk of data fraud, and the 
decreasing costs of blockchain DLT 
applications.
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Year of Inception:  
1999

Current Stage:  
Established

Team:  
112

WISeKey is a cybersecurity company that provides specialized security 
technologies for data protection and effective identification and 
authentication of people and objects. By using blockchain, AI, and IoT, 
their solutions ensure secure communications and e-transaction without 
compromising trust. Headquartered in Geneva, Switzerland, WISeKey was 
founded in 1999 by industry expert Carlos Creus Moreira with the vision 
to develop technologies that would protect the Internet. Alongside their 
headquarters in Geneva, WISeKey also has offices in Sofia (Bulgaria), Derio 
(Spain), and Goiania (Brazil), employing over 110 people in all locations.

Location:  
Geneva, Switzerland

Funding:  
Publicly Trading

Website: 
wisekey.com

Privacy & Security

Digital Rights Management Network Security Data Privacy

Featured Company:

WISeKey

https://www.wisekey.com/
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Executive Team

Carlos Creus Moreira is a security expert who has accumulated most of his 
experience through various roles in leading UN bodies, including ILO, UNCTAD, 
ITC/WTO, World Bank, UNDP, and ESCAP. Alongside his role in WISeKey, he 
is involved with multiple non-profit and philanthropic activities, being the 
Founder of OISTE and a Member of the UN Global Impact. In addition, Moreira 
was an Adjunct Professor of the Graduate School of Engineering RMIT 
Australia (95/99) and the Head of the Trade Efficiency Lab at the Graduate 
School of Engineering at RMIT.

Pierre Maudet brings more than twenty years of experience in the 
management of public affairs. His most prominent roles include Mayor of 
Geneva and President of the Council of the State of Geneva. Most recently, he 
was the Geneva State Councilor and Cantonal Minister in charge of Security, 
Energy, Digital, and the Economy. Maudet joined WISeKey in mid-2021, serving 
as the company’s Chief of Digital Transformation. In terms of academic 
accomplishments, he holds an LLM from the University of Fribourg.

Carlos Creus Moreira 
Founder, Chairman & CEO

Pierre Maudet 
Chief Digital Transformation Officer
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Value Proposition 

In a mission to provide cybersecurity 
solutions for the digitalization 
process, WISeKey developed a 
Trust Model as the central value 
proposition of the solutions. Backed 
by the OISTE foundation and its 
Swiss domesticity, this model allows 
root certifications whereby digital 
identities are technically recognized 
by applications commonly used 
in today’s offices (browsers and 
e-mail systems). It also provides a 
governance model that ensures the 
independence of geopolitical, capital, 
and other forces. The partnership 
with OISTE also obliges the company 

to promote the security of electronic 
communications worldwide, leading 
them to ensure compliance with 
essential rights related to the 
protection of information online, 
such as privacy laws.

In addition, WISeKey also participates 
in initiatives such as the International 
Telecommunications Union, the 
Digital Solidarity Fund, and the 
UN World Tourism Organization 
(UNWTO). These further emphasize 
the company’s dedication to offering 
secure solutions for the digitalization 
process.

Business Model 

The company mainly operates on 
a B2B model, enabling public and 
private organizations to identify 
individuals and assets and engage 
in safe, secure, and confidential 
electronic communications and 
transactions. As such, they are 
targeting multiple industries, 

focusing on the automotive, 
government, financial, health, and 
industry 4.0. The company generates 
revenues through various channels, 
including direct sales, licensing, 
subscriptions, and partnerships 
with other companies for a broader 
market reach.

Product Portfolio

Following the principle of building 
technology that would serve people 
and not vice-versa, WISeKey provides 
a rich portfolio of security products 
and solutions to their customers. 
They’re divided into three categories:

1. WISeKey Innovation, utilizing novel 
technologies to provide different 

solutions, including trusted identity 
for blockchain, a secure and green 
NFT marketplace, a decentralized 
digital currency, and a secure IoT 
connectivity solution that utilizes 
picosatellites and low-power 
sensors;
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Technology Overview 

To deliver a 360-degree service for 
specific needs, WISeKey provides a 
comprehensive list of products and 
services based on digital security 
technology. Centered around 
semiconductors, digital identity, 
and PKI solutions, the company 
is helping public and private 
organizations to engage in safe, 
secure, and confidential electronic 
communications and transactions.

WISeKey Innovation covers the 
company’s efforts into developing 
and embracing novel technologies 
with security as the ultimate goal. 
Among the most prominent ones is 
the Trusted Identity for Blockchain 
solution, which supports an 
ecosystem of connected devices and 
creates a secured platform to help 
these devices become intelligent and 
trusted. As such, they can identify, 
authenticate, and verify each other, 
and gain the capability to gather 
and analyze data that can be shared 
with other devices in the blockchain. 
Additionally, their approach aims 
to override the need for a central 
authority by distributing information 
previously held in a centralized 

repository across a network of 
participating nodes. Consequently, 
anyone can make use of it and help 
maintain it, creating end-to-end 
trust between them.

Alongside blockchain, WISeKey 
developed a decentralized digital 
currency dubbed Trustecoin to 
drive the secure trade of luxury 
collectibles and a secure and 
anonymous marketplace for trading 
non-fungible tokens (NFTs).

WISeKey’s portfolio extends to 
Digital Identity and PKI solutions, 
with the company taking a holistic 
approach to information security. 
Solutions include enterprise-
grade PKI products for certificate 
management and its associated keys, 
PKI as a service offering to corporate 
customers, software modules for 
Microsoft CA, and PKI consultancy 
services with a structured 
methodology. On the Digital Identity 
side, WISeKey provides the WISeID 
platform, enabling secure and easy 
management of digital certificates, 
strong authentication, digital 
signatures, and encryption.  

2. Semiconductors for digital security 
applications, including secure NFC, 
secure microcontrollers, secure 
IoT, secure smart card readers, and 
other custom designs;

3. Digital identity and Public Key 
Infrastructure (PKI) technology, 
including different trust services, an 
ID verification platform for mobile 

and website applications, and a 
digital certification platform for 
vaccination.

These products and services enable 
WISeKey to provide solutions for 
brand protection, digital identity, and 
embedded and connected devices.
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Market Opportunities

With the rise of the Internet and the 
influx of new users, the demand for 
secure communication and operation 
proportionally rises. As more devices 
access the Internet, misconfiguration 
could cause severe issues with the 
user’s personal information, including 
identity info or financial transactions. 
Proper configuration of secure 
methods and technologies is crucial 
for preventing that and staying 
compliant with privacy laws across 
the world.

As a company providing a wide 
portfolio of products and services 
that cover various security areas, 
WISeKey taps into the global 
cybersecurity market. According to 
Research and Markets, the market 
was valued at $156.24 billion in 2020 
and is expected to reach $325.25 
billion by 2025, registering a CAGR 
of 14.5%. The growth is mostly driven 
by trends such as IoT, BYOD, AI, and 
machine learning in cybersecurity. 
Additionally, the rapidly increasing 
cybersecurity incidents and 
regulations are further driving the 
growth of the cybersecurity market. 

The solution is provided to all 
customers, regardless of their 
choice of plan, and is accessible on 
major mobile operating systems and 
Internet browsers.

Finally, WiseKey offers 
Semiconductors, holding a large 
portfolio of products for different 
applications. Secure NFC is the first, 
providing customers with increased 
brand protection and consumer 
engagement in their NFC projects. 
The NFC tag embeds features such as 
platform-dependent authentication 
algorithms, tamper detection, and 
long-range radio communications 
to improve goods traceability and 
enhance direct-to-consumer digital 
strategies. 

Secure elements is the next 
offering, providing hardware-
based cryptography modules and 
middleware built for the highest 
security standards. WISeKey 

provides several series of these 
modules, each characterized with 
different features and security 
standards to suit their customer’s 
needs. WISeKey’s microcontrollers 
are also divided into series of 8/12-
bit and 32-bit, covering a wide grasp 
of applications such as network 
equipment and industrial metering. 
Additionally, these microcontrollers 
come with a rich SDK for secure OS 
development. Finally, the company’s 
smart card reader chips are 
characterized by high performance 
and stability. Based on 8-bit CISC and 
8/16-bit RISC processors, the chips 
allow customers to build smart card 
readers without the requirement of 
custom development, enabling fast 
time to market.  
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Achievements and Future Plans

Since its inception in 1999, WISeKey 
has become an important player 
in the security space, steadily 
increasing its portfolio of services 
and delivering value to its customers. 
Over its years of operation, the 
company has acquired numerous 
accolades and accreditations. 
The most prominent ones are the 
recognitions from WebTrust for 
Certification Authorities, WebTrust 
for Baseline Requirements, and 
WebTrust for Extended Validation. 
Additionally, the company received 
a Bronze Sustainability Rating in 
Ecovadis’s 2021 selection.

In terms of recent developments, 
WISeKey celebrated the 15th 

anniversary of its partnership 
with Cisco, marking more than 100 
million chips delivered by December 
2021. Additionally, they announced 
second industrial sourcing to further 
support the growth of the business.

“WISeKey’s partnership with Cisco 
has only grown stronger during 
the unique circumstances we face 
together with today’s constrained 
supply chain. We look forward to 
continued partnership with Cisco, 
overcoming the challenges of today 
and taking on those of tomorrow,” 
stated Richard Venia, US Sales 
Director for WISeKey.  
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Year of Inception:  
2016

Current Stage:  
Growth/Expansion

Team:  
40

Xage Security has developed a blockchain-protected IIoT security 
infrastructure - Xage Security Fabric. It creates a tamper-proof “fabric” 
for communication, authentication, and trust, ensuring security at scale for 
industrial networks. Founded in 2016, Xage Security has already deployed its 
solution at numerous commercial and industrial facilities and has attracted 
$16 million in funding to date. Based in Palo Alto (CA), Xage Security employs a 
team of 40.

Location:  
Palo Alto, CA, United States

Funding:  
16,743,000 USD

Website: 
xage.com

Privacy & Security

Cyber Security

Featured Company:

Xage Security

ABB Wireless Itron Energy Sec US Air Force

Customers:

https://xage.com/
http://abbwireless.com/
http://www.itron.com/na/
http://www.energysec.org/
https://www.airforce.com/


38

Executive Team

Before joining Xage Security in 2017, Duncan Greatwood was an executive at 
Apple, leading search-technology projects and products. He assumed this 
position when Apple acquired his previous company, Topsy Labs, a social media 
search and analytics company. Greatwood had also held an executive position 
at Cisco between 2003 and 2010. In terms of academic accomplishments, he 
holds an MBA from London Business School.

Susanto Irwan brings over 15 years of experience in application security across 
multiple industries, including financial services, mobile payments, healthcare, 
automotive, gaming, and entertainment. His focus is on protecting mobile, web, 
and embedded applications against tampering, fraud, and reverse engineering. 
During his career, Irwan has served as Senior Director of Engineering at Shape 
Security and as Senior Director of Engineering and Product Architect at Arxan 
Technologies. He holds a BSc in Computer Science from Purdue University. 

Roman Arutyunov’s background includes senior engineering and VP roles 
focused on solving industrial and commercial enterprises’ network, security, 
and data analytics issues. In addition to holding positions at ABB, Tropos 
Networks, and Mimosa Networks, Arutyunov also worked on developing the 
first generation of Content Distribution Networks (CDN) and secure proxy 
servers at Blue Coat Systems (Symantec). He holds two MBAs, one from the 
Columbia Business School at Columbia University and the other from Walter 
A.Haas School of Business at the University of California, Berkeley.  

Susanto Irwan
Co-Founder & VP Engineering

Roman Arutyunov
Co-Founder & VP Products

Duncan Greatwood
CEO
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Business Model 

Xage Security delivers a blockchain-
protected security solution 
providing tamperproof, non-intrusive 
protection and enabling efficient 
operations for industrial devices. 
The company operates on a B2B 
model, targeting players in various 
industries, including energy, logistics, 
transportation, manufacturing, 
utilities, and smart cities.  

Their blockchain-based software 
solution finds applications in identity 
management, zero-trust remote 
access, data security, and device 
lifecycle management.   

Value Proposition 

The company’s blockchain solution 
establishes a trusted network of 
people, machines, and applications 
on its platform, achieving a higher 
level of data protection with only 
authorized parties connected to 
the blockchain network. This setup 
prevents access to users without 
permission, whereby the blockchain 
enables critical data to be located 
in many places, rendering hacking 
unlikely. The more connected devices 
and data shared on the blockchain, 
the more security is applied, making 
the security platform especially 
suitable for the IoT. In addition, it 
provides role-based access control 
and isolates a compromised device, 
preventing it from harming the rest.

The solution offers benefits such as 
zero-trust control and visibility of 
individual interactions and remote 
or local access management for 
users, apps, machines, and data. 
Additionally, it includes multi-factor 
authentication and universal IAM 
(Identity and Access Management). 
These support legacy and new 
devices and apps with single sign-
on and federation across multiple 
providers; and dynamic data security 
with data sharing across OT, IT, cloud, 
and ecosystem environments.
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Technology Overview 

Xage Security’s solution is a security 
fabric for IoT to create a secure 
environment for devices to operate 
and ensure safe cooperation, 
management, and data exchange. 
It is composed of Xage Traversal 
Tunnel and Proxy, Xage Node, Xage 
Broker, Xage Policy Manager, and 
Xage Enforcement Point, supported 
by Xage Management Tools. The 
Xage Management Tools provide 
a centralized monitoring, control, 
audit, and alerting system for the 
Xage Suite. 

The first element—Xage Traversal 
Tunnel and Proxy—enables easy-
to-use zero-trust remote access, 
proxying, and data transfer across 
the Purdue-model layers. The 
Xage Security Fabric is deployed 
across Xage Brokers in the data 
center and Xage Nodes at the edge. 
Deployed centrally, the Xage Broker 
connects central services such as 
Active Directory with the Fabric. It 
integrates with existing identity and 
services, making specific identities, 
credentials, and access control 

policies available and enforceable 
at the edge. The Xage Nodes form 
a zero-trust-protected Fabric for 
tamperproof on-site storage of 
security data, app data, and identity 
data, plus OT-IT-cloud dynamic data 
security. 

Next, the Xage Enforcement Point 
acts as a filter controlling access 
in and out of individual devices 
and controllers, enforcing the 
access policies and authentication 
requirements held in Xage’s tamper-
proof security fabric. It protects 
specific devices and controllers, 
blocks attempts to compromise 
assets or data, and detects new or 
missing devices. It is non-intrusive 
and applicable to virtually all device 
types such as machines, controllers, 
meters, and sensors regardless of 
the vendor, generation, type, make, 
model, or means of connectivity. 

Lastly, the Xage Policy Manager 
ensures compliance with regulations 
and standards. Its capabilities 
include automatic replication of 

Product Portfolio

Xage Security Fabric is a blockchain-
based security platform for 
Industrial IoT-connected devices. 
It serves as a security solution 
for modern industrial operations, 
creating a trusted foundation for 
every interaction, whether human-
to-machine, machine-to-machine, or 
edge-to-cloud. 

The product comes in a suite of 
six components—Xage Traversal 
Tunnel and Proxy, Xage Broker, 
Xage Node, Xage Policy Manager, 
and Xage Enforcement Point. The 
suite is further monitored via Xage 
Management Tools, a web-based 
dashboard.  
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Market Opportunities

Xage Security addresses the 
underlying security risks of IoT 
adoption with a blockchain-
protected solution. As such, it taps 
into the blockchain IoT market. With 
75 billion IoT devices expected to 
be operating by 2025, as stated by 
Statista, securing networks will be a 

challenging task, and Xage Security 
is well-positioned to take up the 
challenge.

According to Markets and Markets, 
the blockchain IoT market is 
estimated to reach $2.4 billion 
by 2026, growing at a CAGR of 

security requirements across 
many devices, rotation of complex 
passwords according to centrally 
defined timetables and policies, 
protection of existing network 
infrastructure without modification, 
management and enforcement 
of security requirements for all 
devices, applications, and users, and 
increasing efficiency and reliability. 

These components and capabilities 
translate into four main services 
or solutions that the Xage Suite 
provides. Xage’s Identity and 
Access Management solution can 
be deployed either on-site or via 
the cloud with additional on-site 
enforcement and provides granular 
application-level security and 
control of a wide array of systems. 
These systems include IoT, SCADA, 
PLC, RTU, and HMI. Then, the Zero-
Trust Remote Access solution 
controls access for each specific 
device, user, data stream, and 
application by utilizing identities 
to grant authorization to defined 
interactions. Designed specifically 
for OT/IoT environments, the 
solution uses the Xage Traversal 
Tunnel and Proxy to provide a single 
Xage-Fabric-controlled point-to-

point IPSec tunnel that uses signed 
tunnel endpoints to block spoofing. 
Additionally, it provides a modern and 
secure HTTPS interface instead of 
exposed direct-access protocols and 
unifies access management across 
multiple systems and zones.

Next, the Dynamic Data Security 
system enables organizations to 
access, publish, and share data 
across an end-to-end secured data 
platform, from physical machines 
through edge analytics to shared 
cloud-based data lakes. The 
operational data is digitally hashed, 
signed, and encrypted at the source 
while the security information is 
committed to the Xage Fabric, which 
preserves its authenticity, integrity, 
and confidentiality. Moreover, Xage’s 
XEP enables data to travel safely and 
securely from system to system by 
establishing a XEP-to-XEP encryption 
tunnel or relay. Finally, Xage’s Device 
Lifecycle Management solution 
serves to verify and enroll devices 
based on owner, manufacturer, 
location, and device fingerprints by 
tracking and enrolling legitimate 
devices in the multi-vendor trust 
system.
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Achievements and Future Plans

Xage Security has received various 
awards to date, starting with the 
2018 Gartner Cool Vendor award. In 
addition, Network World, CRN, and 
Forbes listed the company as one 
of the top 10 IoT startups to watch, 
while Frost & Sullivan proclaimed it 
the Entrepreneurial Company of the 
Year of 2020. The company recently 
won the 2021 Emerging Company of 
the Year in Enterprise IoT award at 
the IoT Breakthrough Awards. 

The team was successful in attracting 
capital as well, having raised $16 
million in two Series A rounds by 
March Capital Partner, GE Ventures, 
City Light Capital, NexStar Partners, 
and Saudi Aramco Energy Ventures.

Xage Security’s solutions have 
already been deployed at numerous 
US utilities and other commercial 
and industrial facilities. They 
work with ABB Wireless on 
power and automation projects 
requiring distributed security and 
with Itron, providing intelligent 
power-optimization applications 
between smart meters and power 
distribution infrastructure. In 2020, 
the company partnered with the 
US Air Force (USAF) after being 

awarded a contract of $743,000 
for the second phase of the Small 
Business Innovation Research (SBIR). 
The contract included developing, 
evaluating, and preparing a data 
protection strategy for the US 
Space Force. In April 2021, the 
company announced that it had 
been awarded an additional contract 
by the Air Force Research Lab to 
digitize, streamline, and transform 
the workflows used in aircraft 
maintenance operations.  

45.1% between 2020 and 2026. The 
report has identified various key 
market drivers, such as the need for 
simplified processes supported with 
transparency and immutability and 
high adoption of blockchain-based 
IoT solutions using smart contracts 
and AI.  
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